Θεματικές Ενότητες CCNP

Ενότητα 1 – ROUTE
Κεφάλαιο 1: Εισαγωγή
· Βασικοί Άξονες του ΣεμιναρίουEIGRP Dual Algorithm
· Network Hierarchy - Three – Tier Approach   
· Μοντελοποίηση  CISCO  - I - Cisco  Enterprise Architecture  

· Traffic Conditions
· Μοντελοποίηση  CISCO – II -  Enterprise Composite Network Model

· Μοντελοποίηση  CISCO – III - SONA
· IIN-Ιintelligent Information Network
· Routing Protocols
· Up to here Summary
· Creating an Implementation Plan and Documenting the Implementation

· Creating an Implementation Plan

· Implementation Plan Tasks

· Implementation Plan Documentation

· Implementation Plan Example

·  Summary

Κεφάλαιο 2: EIGRP
· EIGRP Overview

· EIGRP Dual Algorithm
· EIGRP Tables

· EIGRP Packets

· EIGRP Metric

· EIGRP Configuration

· EIGRP Authentication

· EIGRP Scalability
· EIGRP Advance Feature : SIA
· Summary

Κεφάλαιο 3: OSPF
· OSPF Overview

· Link State Advertisements (LSA)

· LSA Types

· OSPF Operation

· Basic OSPF Configuration

· OSPF Network Types

· Advanced OSPF Configuration
· Verify and Troubleshoot OSPF

· Summary

Κεφάλαιο 4: Optimizing Routing-Path Control
· What is Routing Optimizing 
· Route-Maps
· Distribute-Lists

· Prefix-Lists
· Passive Interface
· Redistribution – Seed Metric

· Redistribution – Admin Distance

· Redistribution – Route Tagging

· Up to Here Summary

· What is Path Control
· Offset-Lists

· IP SLA

· Policy Based Routing
· Summary

Κεφάλαιο 5: BGP
· Introduction 
· BGP Databases

· BGP Messages

· BGP Peering

· BGP Fundamentals

· BGP States

· BGP Authentication 

· BGP Troubleshooting

· BGP Attributes

· BGP Case Study ( Local Preference-MED)

· Summary

Κεφάλαιο 6: Branch Office & Mobile Worker Connectivity
· Branch Offices Requirements 

· Understanding Backup DSL Connection
· IPsec Tunneling 
· Understanding IPsec 
· IPsec  MODES
· IPsec Configuration
· Configuring a Floating Static Route
· GRE Tunneling
· Configure GRE Tunneling
· Secure a GRE Tunnel ( IPsec)
· What is Mobile Worker Connectivity

· Components of a Mobile Worker Solution

· Implementing a Mobile Worker Solution
Κεφάλαιο 7: IPv6
· IPv6 Introduction
· IPv6 Addressing

· Simplifying an IPv6 Address

· Special Addresses Create an IPv6 verification plan

· IPv6 Host Addressing

· Manual IP Address Assignment

· Manual Network Assignment

· Stateless Autoconfiguration
· IPv6 Routing
· Static Routing

· RIPng for IPv6

· EIGRP for IPv6

· OSPFv3

· MP-BGP for IPv6

· RIPng Redistribution

· Integrating IPv4 and IPv6
· Tunneling IPv6 over IPv4

· Manual Tunnels

· GRE Tunnels

· 6to4 Tunnels

· IPv4-Compatible IPv6 Tunnels

· ISATAP Tunnels

· Using Address Translation

· Static NAT-PT

· Dynamic NAT-PT

· IPv6 Link Types

· Point-to-Point Links


· Point-to-Multipoint Links

· Multiaccess Links

Ενότητα 2 – SWITCH
Κεφάλαιο 1: Campus Network Design
· Cisco Enterprise Campus Architecture 
· The Hierarchical Design Model
· Overview of SONA

· PPDIOO Life-Cycle Approach
Κεφάλαιο 2: VLAN Implementation
· VLAN introduction
· Implementing VLANs and Trunks
· VTP configuration
· VLAN verification and troubleshooting
· Configuring Private VLANs
· Configuring Link Aggregation with EtherChannel
Κεφάλαιο 3: Implementing Spanning-Tree

· Preventing Layer 2 loops

· STP operation

· STP Standards

· Rapid Spanning Tree Protocol 
· PVRST+ 
· Multiple Spanning Tree Protocol 
· Spanning Tree Stability Mechanisms  
Κεφάλαιο 4: Implementing Inter-VLAN Routing
· Describing Routing Between VLANs
· Inter-VLAN Routing Using an External Router  
· Switch Virtual Interfaces on a Multilayer Switch                                                                
· Routed Ports on a Multilayer Switch     
· Implementing Dynamic Host Configuration Protocol in a Multilayer Switched Environment
· Deployinq Multilayer Switching with Cisco Express Forwardinq                                                           
Κεφάλαιο 5: Implementing High Availability and Redundancy in a Campus Network
· Components of High Availability

· Best Practices for Optimal Redundancy

· Implementing Network Monitoring 
· Configuring Syslog

· Configuring SNMP

· Configuring IP SLA

· Configuring Layer 3 Redundancy with HSRP

· Configuring Layer 3 Redundancy with VRRP and GLBP

Κεφάλαιο 6: Securing the Campus Infrastructure
· Switch Security Fundamentals

· Understanding and Protecting against MAC Layer Attack

· Understanding and Protecting against VLAN attacks

· Understanding and Protecting against Spoofing attacks

· Securing Network Switches
· Troubleshooting performance and connectivity 

Κεφάλαιο 7: Preparing the Campus Infrastructure for Advanced Services

· Planning for Wireless, Voice and Video application in the Campus Network

· Understanding QoS

· Implementing IP Multicast in the Campus Network

· Preparing the Campus infrastructure to support Wireless

· Preparing the Campus infrastructure to support Voice

· Preparing the Campus infrastructure to support Video

Ενότητα 3 – TSHOUT

Κεφάλαιο 1: Network Maintenance & Troubleshooting
· Understanding maintenance methods
· Identifying common maintenance procedures
· Troubleshooting Methods
Κεφάλαιο 2: Maintenance and Troubleshooting Tools
· Cisco IOS Diagnostic Tools

· Specialized Diagnostic Tools

· Creating a Baseline with SNMP and Netflow

Κεφάλαιο 3: Troubleshooting Switches
· VLAN troubleshooting
· Spanning Tree Protocol Troubleshooting
· Resolving InterVLAN Routing issues
· Router Redundancy troubleshooting (HSRP, VRRP, GLBP)
Κεφάλαιο 4: Troubleshooting Routing 

· Layer 3 Troubleshooting
· EIGRP Troubleshooting
· OSPF Troubleshooting
· Route Redistribution Troubleshooting
· BGP Troubleshooting

Κεφάλαιο 5: Troubleshooting Addressing Services
· NAT Troubleshooting

· DHCP Troubleshooting

· IPv6 Troubleshooting

Κεφάλαιο 6: Troubleshooting Router and Switch Performance Issues
· Troubleshooting Router Performance issues
· Troubleshooting Switch Performance issues

