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Objectives

» [eprypa@n opoAoyiag kai Asitoupyiag Ttou OSPF.
¢ MNapauerpotroinon Bacikwyv oToixeiwv Tou OSPF.
* Verify kai troubleshoot .

+» OSPF authentication.
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OSPF
Understanding OSPF

Terminology and
Operation
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Multiple Areas

Moloi gival o1 Kavoveg yia Moid gival Ta

TNV TUNUATOTrOIiNnON? TTPOTEPHMATA?
« Mpémel va utiapxel n area 0 A = Ta ’routing tables ¢€ivai
aAiwg backbone area n otroia givai MIKpOTEPQ.
KOl O OUVOETIKOG KPIKOG OAwV TwV
UTTOAOITTWV. ] ]

= 2g TrEpITITwon  PAGPNG

*K@&0¢ no-backbone area TpéTTel va QUTA  OTTOLOVWVETOI 0T
ouvoéeTal aueoa ue Tnv area 0 eite opla Jiag area.
ME QUOIKO TPOTTO €iTE HE AOYIKO.
*H area 0 TpéTel va eival eviaia Kal * Meragu Twv areas oev
va PNV uttodiaipeiTal. dlakivouvTal TTEPITTA LSA.

= Alatnpeital N IEPAPXIKA
oM TNG TOTTOAOYIAG PaG.
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Router Roles

AREAO
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Area Types

AREAO

Non-OSPF Router

External
AS
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OSPF

Tables
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Tables

» Adjacency Database ( )
» Link-state Database ( )

» Forwarding Database ( )
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RTC#
OSPF Router with ID (192.168.1.253) (Process ID 3)
Router Link States (Area 0)
Link ID ADV Router Age Seqg# Checksum Link count
192.168.1.249 192.168.1.249 1705 0x80000005 0x00D5BO 5
192.168.1.253 192.168.1.253 1578 0x80000006 0x009F91 5

RTC#
OSPF Router with ID (192.168.1.253) (Process ID 3)
Router Link States (Area 0)
Link ID ADV Router Age Seq# Checksum Link count
192.168.1.249 192.168.1.249 1705 0x80000005 0x00D5BO 5
192.168.1.253 192.168.1.253 1578 0x80000006 0x009F91 5

192.168.1.253 192.168.1.253

RTC#
OSPF Router with ID (192.168.1.253) (Process ID 3)
Router Link States (Area 0)
Link ID ADV Router Age Seq# Checksum Link count
192.168.1.249 192.168.1.249 106 0x80000006 0x00D3B1 5

58 0x80000007 0x009D92 5

MPIN

META
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£

OSPF
LSA Operation

Is entry Is

in link-state sequence no. = Ignore LSA
database? the same?

Yes

Is
sequence no.
higher?

Send LSU with
newer

information
Run SPF to calculate to source
new routing table
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OSPF

Configuration
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Basic Configuration

Router (config) #

router ospf process-id = ApxiCel To OSPF process.

Router (config-router) #

network ip-address wildcard-mask area area-id = OpIloyog Twy interfaces.

Router (config-if) #

ip ospf process-id area area-id = Evepyotrolotpe o’ éva pévo interface to OSPF.
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Multiple Areas Configuration

ABR Area 1

S0/0/1
10.2.1.2

10.2.1.1
S0/0/1

<Cutput Cmitted:> <Cutput Cmitted:

interface FastEthernet0/0 interface FastEthernet0/0

ip address 10.64.0.1 255.255.255.0 ip address 10.64.0.2 255.255.255.0
<Cutput Cmitted> interface Serial0/0/1
router ospf 1 ip address 10.2.1.2 255.255.255.0
network 10.0.0.0 0.255.255.255 area 0 ip ospf 50 area 1

<Cutput Cmitted:>
router ospf 50
network 10.64.0.2 0.0.0.0 area 0
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Router ID

T xpe1aderai To router ID?

« O router xapakrtnpi¢etal oto ospf atrd 1o router ID.

e Hlink-state db xpnoiuoTtroigi To router ID yia va diaxwpioel Ta d1a@opeTIKG routes.
Mwg emAéyeral To router ID ?

* H mpwTn €mAoyn yia 1o router ID gival éva up and run interface.

o Av dev €xoupe up and run interface 10TE dev apxilel TO process Kal AAPBAVOUUE TO TTOPAKATW HRvuua.

R1(config)#router ospf 1

2wld: %OSPF-4-NORTRID: OSPF process 1 cannot start.

e H deutepn emAoyn yia 1o router ID €ival yia Loopback ave¢aptitwe av cupueTéXEl i OxI oTo ospf .

e Mg TnVv €vioAn router-id.

Router (config) #router ospf 1
Router (config-router) #router-id 172.16.1.1

Routerficlear ip ospf process
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OSPF
NBMA OSPF

Configuration
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Operational Modes

« RFC 2328:
> Nonbroadcast (NBMA)
o Point-to-multipoint
» Emekraceic 1ng CISCO:
o Point-to-multipoint nonbroadcast
- Broadcast
> Point-to-point

Router (config-if) #

ip ospf network [{broadcast | non-broadcast | point-to-multipoint [non-broadcast]
| point-to-point}]
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NBMA

Xpnolyotroleital éva subnet.

OAeg o1 yertovieg pétrel va gival manually
configured.

DR ka1 BDR elections..

H xprion Tou Bpiokel xpHon cuvibwg o€
full mesh TotroAoyisg.

RTB (config-router) #network 3.1.1.0 0.0.0.255 area O
RTB (config-router) #neighbor 3.
RTB (config-router) #neighbor 3.

1.1.1
1.1.3
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Point-to-Multipoint
Broadcast Mode

Xpnoiyotrolgital €va subnet.

Méow Twv multicast OSPF hello packet
VIVETAI QUTOMATN AVOKAAUWN TWV
YEITOVIWV.

Aev €xoupe elections yia DR kal BDR.

Mia Tutrikr} xprion €ivai étav €xoupe hub-
and-spoke TotroAoyia.

RTB (config-router) #network 3.1.1.0 0.0.0.255 area 0
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Point-to-Multipoint
Non Broadcast Mode

AUTA n dIdTagn €ival ouCIAoTIKA ETTEKTACT TNG
RFC- point-to-multipoint.

MpéTTel Kal €dw va OPIOTOUV OTATIKA Ol YEITOVIEG.
Aev €xoupe elections yia DR/BDR.

Eival duvati n TTapaueTpoTToincn Tou KOOTOUG
KAO¢ link.

RTB (config-if) #ip ospf network point-to-multipoint non-
broadcast

RTB (config-router) #network 3.1.1.0 0.0.0.255 area 0

RTB (config-router) #neighbor 3.1.1.1 cost 10

RTB (config-router) #neighbor 3.1.1.3 cost 20
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Broadcast Mode

Xpnolyotroleital éva subnet.

Méow Twv multicast OSPF hello packet
YiVETaI QUTOPATN avakAAuWn Twv
YEITOVIWV.

DR ka1 BDR elections.

H xprion Tou Bpiokel xprion cuvibwg o€
full mesh TotroAoyisg.

RTB (config-if) #ip ospf network broadcast

RTB (config-router) #network 3.1.1.0 0.0.0.255 area O
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Cisco’s
Point-to-Point mode

pair.

3.1.1.2|1411.2

=

o Aev €xoupe elections yia DR kal BDR.

« Xpnoiyotrolgital €va subnet per subinterface

RTB (config) #interface serial 0/0.1

RTB (config-subif) #ip address 3.1.1.2 255

RTB (config-subif) #interface serial 0/0.2

RTB (config-subif) #ip address 4.1.1.2 255

RTB (config-router) #network 3.
4.

1.1.0 0.0.0
RTB (config-router) #network 1.1.0 0.0.0

.255.

.255.

.255
.255

255.0

255.0

area 0
area 0
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OSPF
Static neighbor

Using the neighbor Command

Router (config-router) # neighbor ip-address
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NBMA All in One

osPF Wode  NEWAPIefered - Subnet Adaceney o
Broadcast Full n%;zﬁrtial Same 10 sec DRI%I[t)cI)RnEggted Cisco
Nonbrcadcast | FulrPaal | gamo | ansec | configuration | RFc
Solir, | PeuMen | s s | Qum | e
I\?L?Iit?;g(i)l;t Partial-Mesh Same 30 sec Conﬂ%'zll:'g{ion Cisco
Nonbroadcast or Star No DR/BDR

Partial-Mesh or
Point-to-Point Star, Using
Subinterface

Different for Each Automatic i
Subinterface | 1958¢ | NoDRBDR | CiSCO

314P_063
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OSPF

Virtual Link Concepts




Virtual Links

/‘ CNNP ROUTE DGA-Elearning 111

« Virtual links ouvnBwg xpnoiuotroiouvTal yia backup backbone fj yia va cuvdéooupe
discontigious areas pe 10 area 0.

o YTrdpxel hia Aoyik ouvdeon YeTagu Twy area 0.
« Virtual links dev xpnoigotrolouvtal yia HOVIPEG AUOEIG.
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Virtual Links
LSAS

-
e Virtual Link

KdaBe LSA ouvibwcg yivetal age out petd atrd 30 Aemrtd rpayua mou AEN cupuBaivel 6tav
auTA TTEPVOUV TTAVW aTTo TO Virtual link.

AuTi n dlagopoTroinon €XEl va KAVEI uE TNV TTpooTacia Tou virtual link atrd TepITTh Kivnon.
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Virtual Links Configuring

Router (config-router) #

area area-id virtual-link router-id

*[authentication [message-digest | null]]

*[hello-interval seconds]

*[retransmit-interval seconds]

*[transmit-delay seconds]

*[dead-interval seconds]

°[ [authentication-key key] | [message-digest-key key-id mdS5 keyl]]
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Virtual Links Verifying

10.1.1.1 10.2.2.2

router ospf 1000 router cspf 1000
network 172.16.0.0 0.0.255.255 area 1 network 172.16.0.0 0.0.255.255 area 1
network 10.0.0.0 0.255.255.255 area 0 network 10.0.0.0 0.255.255.255 area 0

area 1 wirtual-link 10.2.2.2 area 1 virtual-link 10.1.1.1

touterA#

irtual Link OSPF _VLO to router 10.2.2.2 is up

Run as demand circuit

DoNotAge LSA allowed.

Transit area 1, via interface Serial0/0/1, Cost of using 781
Transmit Delay is 1 sec, State POINT_TO_POINT,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:07

Adjacency State FULL (Hello suppressed)

Index 1/2, retransmission queue length 0, number of retransmission 1
First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)

Last retransmission scan length is 1, maximum is 1

Last retransmission scan time is 0 msec, maximum is 0 msec
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OSPF

LSA Types
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LSA Types
LSA Type Description
1 Router LSAs
2 Network LSAs
3or4 Summary LSAs
5 Autonomous System
External LSAs
6 Multicast OSPF LSAs
7 Defined for Not-So-Stubby Areas
8 External Attributes LSA for
Border Gateway Protocol (BGP)
9,10, 11 Opaque LSAs g
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The Link ID in the OSPF Database

RouterA#
OSPF Router with ID (10.0.0.11) (Process ID 1)
Router Link States (Area 0)

Link ID ADV Router Age Seqt Checksum Link count

10.0.0.11 10.0.0.11 548 0x80000002 0x00401A 1

10.0.0.12 10.0.0.12 549 0x80000004 0x003A1B 1

100.100.100.100 100.100.100.100 548 0x800002D7 OxOOEEA9 2
Net Link States (Area 0)

Link ID ADV Router Age Seqt Checksum

172.31.1.3 100.100.100.100 549 0x80000001 0xO004EC9
Summary Net Link States (Area 0)

Link ID ADV Router Age Seqt Checksum

10.1.0.0 10.0.0.11 654 0x80000001 0xOOFB1l1

10.1.0.0 10.0.0.12 601 0x80000001 0xOOF516

<output omitted>
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Type 1
Router LSA

Internal routers within an area flood Type 1 router LSAs.

*  'Eva Type 1 mepiéyer 0 a ta directly connected diktva e €vav router.

*  Kdabe router otéhver €€’ apync éva Type 1 LSA yo va avakotvdcel 6Tovg YeITovEG TOV Ta. dTKTLA TOL
KOTEYEL.

e "Eyouv 1oy0 névo péoa oto area-omaadn ogv Pyaivel moté EEm and tov Area Border Router (ABR).

e To link id e€aptdtan amd Tov TOTO GVVOESNC LETAED TOV UNYOVLAT®V.
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Type 2
Network LSA

Area 1

If the area has a DR, internal routers send Type 1 router LSAs to the
DR. The DR then sends a Type 2 network LSA to all other internal

routers in the area.

* Ta oTtéAvel yoévo o DR 1ng ToTTOAOYIAG .
« ‘Exouv ioxU yévo péoa oTo area.
« Tolink id gival Travra n ip address atro T1o interface Tou DR 110U d1a@nuilel To type 2 LSA.
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Type 3
Summary LSA

Internal routers within an area flood Type 1 router LSAs.

» To diagnpicel Trdvra o ABR Tou area 1Tou TTpOEPXETA.
» [lepvael Ta Opia evog area.

o Agv yivetal autéuaTo summarization.

e To link-id gival Travta 10 dikTUO TTOU dla@nuiel TO LSA.
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Type 4
Summary LSA

Area 1

If the area has a DR, internal routers send Type 1 router LSAs to the
DR. The DR then sends a Type 2 network LSA to all other internal
routers in the area.

e XpNOIYOTTOIEITAI KUPIWG YIa va diagnuioel Ta dikTua evog ASBR.
« Anuioupyeite atmd Tov ABR Tou area OT1Tou TTPWTO EICEPXETAL.
» Link-state ID cival Travra o ASBR.
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Type 5
External LSA

e XpnOoIUoTToIouVvTal YIa va dIa@nNUIOTOUV QiKTUQ TTOU TTPOEPXOVTAI EKTOG TOU AS.
e Anuioupyouvral atro Tov originating ASBR.

» To Link-state ID €ivail T0 d1a@nuICOPEVO ECWTEPIKO DIKTUO.

« Alatrepvael OAa Ta area evog AS.
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OSPF Database

RouterA#
OSPF Router with ID (10.0.0.11) (Process ID 1)
Router Link States (Area 0)
Link ID ADV Router Age Seq# Checksum Link
count
10.0.0.11 10.0.0.11 548 0x80000002 0x00401A 1
10.0.0.12 10.0.0.12 549 0x80000004 0x003Al1B 1
100.100.100.100 100.100.100.100 548 0x800002D7 OxOOEEA9 2
Net Link States (Area 0)
Link ID ADV Router Age Seqg# Checksum
172.31.1.3 100.100.100.100 549 0x80000001 0x004EC9S
Summary Net Link States (Area 0)
Link ID ADV Router Age Seqg# Checksum
10.1.0.0 10.0.0.11 654 0x80000001 OxOOFB1l1
10.1.0.0 10.0.0.12 601 0x80000001 0xO00F516
<output omitted>
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OSPF

Advanced Technics
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LSDB Overload Protection

Router (config-router) #

*[warning-only]

max-lsa maximum-number [threshold-percentage]

*[ignore-time minutes]
*[ignore-count count-number]
*[reset-time minutes]

Parameter

maximum-number

threshold-
percentage

warning-only

ignore-time minutes

ignore-count count-
number

reset-time minutes

Maximum number of non-self-generated LSAs that the OSPF process
can keep in the OSPF LSBD.

(Optional) The percentage of the maximum LSA number, as specified by
the maximum-number argument, at which a warning message is logged.
The defaultis 75 percent.

(Optional) Specifies that only a warning message is sent when the
maximum limit for LSAs is exceeded; the OSPF process never enters
ignore state. Disabled by default.

(Optional) Specifies the time to ignore all neighbors after the maximum
limit of LSAs has been exceeded. The default is 5 minutes.

(Optional) Specifies the number of times that the OSPF process can
consecutively be placed into the ignore state. The default is five times.

(Optional) Specifies the time, in minutes, after which the ignore count is
reset to 0. The default is 10 minutes.
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Changing Cost

» To default metric uttoAoyiCeTe ye paon Tov TUTTO 100Mbps/actual bandwidth Mbps.

= H repimmtwon va aAAGgoupe To metric EpxeTal JEoa atrd TNV €VTOAN auto-cost TToU TTPETTEI va UTTE
o€ OAa Ta uNXavApaTa Kal To KOOTOG TTAE0V yiveTal adjust oTnv TIPr TTou opidoupe. To EUPOG TIHWV
gival atré 1 péxpl 4,294,967 in Mbps).

RouterA (config-router) #auto-cost reference-bandwidth ref-bw

= H 1piTn €mmAoyA €ival va aAAdgoupue oTo interface 1o KOOTOG UE TNV €VTIOAN ip ospf cost.

RouterA (config-if)# ip ospf cost interface-cost
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CNNP ROUTE

NSSA Configuration

RIP )

172.16.10.0 B

172.16.11.0 Area 0
172.17.20.2 172.17.0.0

NSSA
(Area 1)

No type 5 into the NSSA
U£.0.0 Default Route

Rl: R2:
router osptf 10 router ospf 10
redistribute rip subnets summary-address 172.16.0.0 255.255.0.0
default metric 150 network 172.17.20.0 0.0.0.255 area 1
network 172.17.0.0 0.0.255.255 area 1 network 172.17.0.0 0.0.255.255 area 0
area 1 n=sa area 1 negsa default-information-originate




CNNP ROUTE DGA-Elearning 111

OSPF

Authentication
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Authentication Types

To OSPF uttooTtnpiCel 2 Tutroug authentication:
*Simple password authentication (plain text)

*MD5 authentication

O router €geTdlel KGO update TTAKETO TTOU TOU £PXETAI ATTO €vav yeEiTova.

To password i To key Kavouv Tnv KwIKOTToiNon.

Oa TTpETTEl OAOI 01 routers va €xouv TTapapeTpoTToiNBei yia authentication.
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Simple Password Authentication

Router (config-if) #

ip ospf authentication-key password

*  Opifoupe 1O KOIVO password.

Router (config-if) #

ip ospf authentication [message-digest | null]

«  Opifoupe 1o authentication oto interface (péxpi1 1o 10S 12.0).

Router (config-router) #

area area-id authentication [message-digest]

*  Opifoupe To authentication yia oAdkAnpo 1o area.
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Simple Password Authentication
Configuration

Loopback 0 Area 0

10.1.1.1 S0/0/1
192.168.1.101 .192.168.1.102
/ <output omitted>

S0/0/1
<output omitted> interface Loopback0

ip address 10.1.1.1. 255.255.255.0
<output omitted>

interface Serial0/0/1

ip address 192.168.1.102 255.255.255.224
ip ospf authentication

ip ospf authentication-key plainpas

<output omitted>

interface Serial0/0/1
ip address 192.168.1.101 255,255.255,224
ip ospf authentication
ip ospf authetication-key plainpas <output omitted>

<output i tted> router ospf 10
output omitte log-adjacency-changes

router ospf 10 network 10.2.2.2 0.0.0.0 area 0
log-adjacency-changes network 192.168.1.0 0.0.0.255 area 0
network 10.1.1.1 0.0.0.0 area O

network 192.168.1.0 0.0.0.255 area 0

34P_07]




CNNP ROUTE DGA-Elearning 111

Simple Password Authentication

Verification
Rl#sh ip ospf neighbor
Neighbor ID Pri State Dead Time Address
Interface
10.2.2.2 0 FULL/ - 00:00:32 192.168.1.102
Serial0/0/1

Rl#show ip route
<output omitted>
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

0 10.2.2.2/32 [110/782] wvia 192.168.1.102, 00:01:17,

Serial0/0/1

Cc 10.1.1.0/24 is directly connected, Loopback0
192.168.1.0/27 is subnetted, 1 subnets

C 192.168.1.96 is directly connected, Serial0/0/1

Rl#ping 10.2.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.2.2.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/29/32
ms
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Simple Password Authentication
Troubleshooting

Router#

debug ip ospf adj

* Macg eygavicel OAa Ta states evog adjutancy

Rl#debug ip ospf adj

OSPF adjacency events debugging is on

R1#

<output omitted>

*Feb 17 18:42:01.250: OSPF: 2 Way Communication to 10.2.2.2 on Serial0/0/1, state 2WAY
*Feb 17 18:42:01.250: OSPF: Send DBD to 10.2.2.2 on Serial0/0/1 seq 0x9B6 opt 0x52
flag 0x7 len 32

*Feb 17 18:42:01.262: OSPF: Rcv DBD from 10.2.2.2 on Serial0/0/1 seq 0x23ED opt0x52
flag 0x7 len 32 mtu 1500 state EXSTART

*Feb 17 18:42:01.262: OSPF: NBR Negotiation Done. We are the SLAVE

*Feb 17 18:42:01.262: OSPF: Send DBD to 10.2.2.2 on Serial0/0/1 seq 0x23ED opt 0x52
flag 0x2 len 72

<output omitted>

Rl#show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
10.2.2.2 0 FULL/ - 00:00:34 192.168.1.102 Serial0/0/1
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Simple Password Authentication

Debugging

Authentiction otov R1 ka@6Aou otov R2

R1#
*Feb 17 18:51:31.242: OSPF: Rcv pkt
Mismatch Authentication type. Input

R2#
*Feb 17 18:50:43.046: OSPF: Rcv pkt
Mismatch Authentication type. Input

Ala@opeTIk@ passwords oToug duo routers!

R1#
*Feb 17 18:54:01.238: OSPF: Rcv pkt
Mismatch Authentication Key - Clear

R2#
*Feb 17 18:53:13.050: OSPF: Rcv pkt
Mismatch Authentication Key - Clear

from 192.168.1.102,
packet specified type O,

from 192.168.1.101,
packet specified type 1,

from
Text

from
Text

192.168.1.102,

192.168.1.101,

Serial0/0/1
we use type 1

Serial0/0/1
we use type 0

Serial0/0/1

Serial0/0/1
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MD5 Authentication

Router (config-if) #

ip ospf message-digest-key key-id md5 key

*  Opiopo6g Tou key ID aAAd kai Tou key.

Router (config-if) #

ip ospf authentication [message-digest | null]

Opifoupe To authentication oto interface (péxpi1 1o 10S 12.0).

Router (config-router) #

area area-id authentication [message-digest]

*  Opifoupe To authentication yia oAdkAnpo 1o area.
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MD5 Authentication
Configuration

Loopback 0 Area 0 Loopback 0
10.1.1.1 10.2.2.2

S0/0/1
192.168.1.101 . 192.168.1.102
S0/0/1

’///’ <output omitted>

interface LoopbackO0

<Output omitted> 1p address 10.2.2.2 255.255.255.0
interface LoopbackO
ip address 10.1.1.1 255.255.255.0 <output omitted>
interface Serial0/0/1
<output omitted> ip address 192.168.1.102 255.255.255.224

interface Serial0/0/1
ip address 192.168.1.101 255.255.255.224
ip ospf authentication message-digest
ip ospf message-digest-key 1 mdb secretpass secretpass

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5

<output omitted> <output omitted>
rguterd?spf 10 . router ospf 10
og-adjacency-changes —ad- —ch
network 10.1.1.1 0.0.0.0 area O loz adiaigngyzczagggso 0 0
network 192.168.1.0 0.0.0.255 area O networ L-L 0.0, 0 area
network 192.168.1.0 0.0.0.255 area O
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MD5 Authentication
Verification
Rl#ishow ip ospf neighbor
Neighbor ID Pri State Dead Time Address
Interface
10.2.2.2 0 FULL/ - 00:00:31 192.168.1.102
Serial0/0/1

Rl#show ip route
<output omitted>
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

o) 10.2.2.2/32 [110/782] wvia 192.168.1.102, 00:00:37,

Serial0/0/1

C 10.1.1.0/24 is directly connected, Loopback0
192.168.1.0/27 is subnetted, 1 subnets

C 192.168.1.96 is directly connected, Serial0/0/1

Rl#ping 10.2.2.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.2.2.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
28/28/32 ms
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MD5 Authentication
Troubleshooting

Rl#fdebug ip ospf adj

OSPF adjacency events debugging is on

<output omitted>

*Feb 17 17:14:06.530: OSPF: Send with youngest Key 1

*Feb 17 17:14:06.546: OSPF: 2 Way Communication to 10.2.2.2 on
Serial0/0/1, state 2WAY

*Feb 17 17:14:06.546: OSPF: Send DBD to 10.2.2.2 on Serial0/0/1 seqg 0xB37
opt 0x52 flag 0x7 len 32

*Feb 17 17:14:06.546: OSPF: Send with youngest Key 1

*Feb 17 17:14:06.562: OSPF: Rcv DBD from 10.2.2.2 on Serial0/0/1 seq 0x32F
opt 0x52 flag 0x7 len 32 mtu 1500 state EXSTART

*Feb 17 17:14:06.562: OSPF: NBR Negotiation Done. We are the SLAVE

*Feb 17 17:14:06.562: OSPF: Send DBD to 10.2.2.2 on Serial0/0/1 seqg 0x32F
opt 0x52 flag 0x2 len 72

*Feb 17 17:14:06.562: OSPF: Send with youngest Key 1

<output omitted>

Rl#ishow ip ospf neighbor

Neighbor ID Pri State Dead Time Address
Interface
10.2.2.2 0 FULL/ - 00:00:35 192.168.1.102

Serial0/0/1
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MD5 Authentication
Debugging

Mapdadeiypa pe d1a@QOPETIKO key!

R1#

*Feb 17 17:56:16.530: OSPF: Send with youngest Key 1

*Feb 17 17:56:26.502: OSPF: Rcv pkt from 192.168.1.102, Serial0/0/1
Mismatch Authentication Key - No message digest key 2 on interface
*Feb 17 17:56:26.530: OSPF: Send with youngest Key 1

R2#

*Feb 17 17:55:28.226: OSPF: Send with youngest Key 2

*Feb 17 17:55:28.286: OSPF: Rcv pkt from 192.168.1.101, Serial0/0/1
Mismatch Authentication Key - No message digest key 1 on interface
*Feb 17 17:55:38.226: OSPF: Send with youngest Key 2
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Summary

« To OSPF cival éva link-state routing protocol, TTou €xel yprjyopo convergence Kai Tn
duvatoTnTa va dIaxXeIPIOTEN TTOAU peyaAa dikTua .

« Ymdpyouv 5 tutrol OSPF packet : hello, DBD, LSU, LSR, and LSAck.

» H apyxikotroinon Tou OSPF yivetal o€ duo BApara:
e Mrmaivoupe oe OSPF configuration with pe Tnv router ospf evioAn.

* Me tnVv evioAn network trepiypagoupe Troia interfaces 8a tpEgouv OSPF o’ éva
area.

» To OSPF opiCel 3 dlagpopeTIKOUG TUTTOUG DIKTUWV: point-to-point, broadcast, and
NBMA.

o Ta LSAs cival n dopikr) povada tou OSPF kai gival autd 1rou yepidouv Tnv LSDB.

» To Route summarization peiwvel Ta OSPF LSA kal To y€yebog Twv routing table size,
ouvettwg BENoupe Aiyotepn CPU oToug routers.

» Ta Stub area techniques BeATiwvouv Tnv amodoon Tou OSPF Adyw TNG GNUAVTIKAG
MEiwong Twv LSA.

» To OSPF utrooTtnpiel 2 TutTOUG authentication:
o Simple password
- MD?5 authentication
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